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The en banc panel’s decision announced sweeping new rules for warrants to

search computers that are having an immediate and detrimental effect on law

enforcement efforts.  In some districts, computer searches have ground to a complete

halt, and, throughout the Circuit, investigations have been delayed or impeded.

Magistrate judges are uniformly viewing compliance with the newly announced rules

as mandatory, but they are implementing those rules in vastly different ways.

All of this was unnecessary.  The parties in these cases disagree about the proper

resolution of the issues presented for decision, but they agree on one fundamental

point:  The new rules that the en banc panel announced for the issuance and execution
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of warrants to search computers were unnecessary to the issues presented in these

cases.  

The en banc panel stepped outside the proper role of an Article III court when it

set forth detailed protocols that purport to bind, and that are being understood as

binding, magistrate and district judges in future cases.  The seminal issues

surrounding computer searches should be resolved in actual controversies—not

through “guidance” that “magistrate judges must be vigilant in observing.”  Op.

11891-11892.

On the merits, the detailed protocols announced by the en banc panel conflict

with Supreme Court decisions interpreting the Fourth Amendment and the scope of

a federal court’s supervisory power.  If fully implemented, they also would conflict

with amendments to the Federal Rules of Criminal Procedure that are scheduled to

go into effect within days.   

The United States is mindful that this Court has never granted full court en banc.

Indeed, the federal government has never asked the Court to do so.  But the broad

issues unnecessarily addressed in the en banc panel’s opinion are of surpassing

importance and compel that extraordinary action.  The full Court should enter an

order that vacates the Court’s judgment in these cases and withdraws the en banc

panel’s decision.  The full Court should then either issue a new opinion limited to the
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issues properly before it or, at a minimum, allow the parties to brief the

appropriateness of the sweeping new protocols announced by the en banc panel.  

I. The En Banc Panel’s Decision Violates Basic Norms Of Article III Courts.

Federal courts do “not sit to  .  .  .  give advisory opinions about issues as to

which there are not adverse parties before [them].”   Princeton Univ. v. Schmid, 455

U.S. 100, 102 (1982);  see also Steel Co. v. Citizens for a Better Env’t, 523 U.S. 83,

101-102 (1998).  “In our adversary system,” courts “follow the principle of party

presentation” and “rely on the parties to frame the issues for decision and assign to

courts the role of neutral arbiter of matters the parties present.”  Greenlaw v. United

States, 128 S. Ct. 2559, 2564 (2008).  The en banc panel violated those fundamental

principles by venturing far beyond the issues presented in these cases and announcing

what purport to be, and are being understood as, binding guidelines for future cases

involving computer searches.  Regardless of the merits of the detailed protocols

specified in the en banc panel’s opinion, consideration by the full Court is necessary

to confine the Court’s decision in these cases to the proper performance of the judicial

function—i.e., resolution of the issues actually raised on appeal, not issuance of legal

rules disposing of issues not before it.  

A.  The en banc panel concluded that the dispositive legal issues in this case were

(1) whether one particular appeal was timely filed, see Op. 11870, (2) whether
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another appeal was controlled by the preclusive effect of two district court orders, see

Op. 11875-11876, 11880, 11884-11885, (3) whether the government complied with

the terms of various warrants, see Op. 11876-11880, (4) whether a district court

abused its discretion in ordering a return of property under Federal Rule of Criminal

Procedure 41(g), see Op. 11882-11886, and (5) whether a district court abused its

discretion in concluding that compliance with a certain subpoena would be

“unreasonable or oppressive,” Op. 11886-11887.  The en banc panel addressed those

discrete issues and resolved them in favor of appellees.

B.  Throughout its opinion and particularly in a lengthy section captioned

“Concluding Thoughts,” however, the en banc panel reached well beyond the issues

before it and purported to establish binding new procedures for the issuance and

execution of warrants in future cases involving computer searches.  Despite finding

it unnecessary to decide whether the warrants in these cases were properly issued, the

en banc panel identified detailed procedures that the government and magistrates

“should” (Op. 11877, 11880, 11892),  “must” (Op. 11877, 11881, 11891-11892), or

“shall” (Op. 11878)  follow in seeking and granting warrants in future cases.  The en

banc panel also stated that “magistrate judges must be vigilant in observing” various

“guidance” set forth in its opinion about the issuance and execution of warrants to

search computers, and provided a five-point summary of “procedures” that “will
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prove a useful tool for the future.”  Op. 11891-11892.  In issuing this wide-ranging

and detailed “guidance” about subjects that were unnecessary to resolve the particular

cases before it, the en banc panel departed from the proper role of an Article III court.

See Preiser v. Newkirk, 422 U.S. 395, 401 (1975) (“[A] federal court has neither the

power to render advisory opinions nor to decide questions that cannot affect the rights

of litigants in the case before them.”) (internal quotation marks and citation omitted);

Stormans, Inc. v. Selecky, Nos. 07-36039, 07-36040, 2009 WL 3448435 at *9 (9th

Cir. Oct. 28, 2009) (“Our role is neither to issue advisory opinions nor to declare

rights in hypothetical cases, but to adjudicate live cases or controversies consistent

with the powers granted the judiciary in Article III of the Constitution.”) (citation

omitted). 

C.  The en banc panel’s departure from basic Article III norms has had immediate

and profound legal effects on computer searches.  

1.  Magistrate and district court judges throughout this Circuit are treating the en

banc panel’s “guidance” as binding.  For example, the Chief Magistrate Judge for the

Western District of Washington recently sent the United States Attorney’s Office for

that district a letter stating that “we are all required to follow the requirements set

forth in the [en banc panel]’s decision” and enclosing a two-page document outlining

detailed procedures they have derived from the opinion that will control all future
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computer searches.   See Ex. A.  Judges across the Circuit have reached varied

conclusions about which specific procedures are required by the en banc panel’s

decision:  for example, magistrate judges have disagreed about whether the en banc

panel’s new requirements apply in related contexts, such as searches of cell phones

and e-mail accounts.  But a widespread consensus has emerged among judges

throughout this Circuit that compliance is mandatory. 

2.  The government is accordingly laboring under the direct effects of this new

legal regime.  Many United States Attorney’s Offices have been chilled from seeking

any new warrants to search computers.  And all offices within the Circuit report

problems in executing warrants in the aftermath of the en banc panel’s opinion.  In

the District of Arizona, for example, an FBI forensic examiner has advised that, to

comply with the en banc decision’s rules, he will need many months to learn a

complex national security case before attempting to segregate responsive and non-

responsive data on a seized computer. 

The en banc panel’s new protocols also have shifted investigations to state

authorities who are not bound by those protocols, even in cases involving interstate

criminal conduct.  In the Western District of Washington, for example, federal agents

received information from their counterparts in San Diego that two individuals had

filmed themselves raping a four-year-old girl and traded the images via the internet.
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The agents did not obtain a warrant to search the suspects’ computers, however,

because of concerns that any evidence discovered about other potential victims could

not be disclosed by the filter team.  The agents therefore referred the case to state

authorities, who continued the investigation using warrants obtained from state

magistrate judges.

3.  The irregular manner in which the en banc panel formulated and announced

its new protocols has serious consequences for the government’s ability to contest the

appropriateness of those protocols via the usual course.  Many of the issues discussed

in the en banc panel’s decision were not briefed or argued by the parties in these

cases, and so the government has never been heard on them.  Going forward, even

assuming jurisdiction for an appeal from the denial of a warrant in which the

government declined to “waive reliance upon the plain view doctrine,” or in which

the court ordered “[s]egregation and redaction  .  .  .  by specialized personnel or an

independent third party,” Op. 11892, three-judge panels cannot be expected to

address the issues free from the directives issued by the en banc Court in this case.

See Op. 11891 (“Everyone’s interests are best served if there are clear rules to follow

.  .  .  .”).  And mandamus would be an even greater hurdle, because the very existence

of the en banc panel’s decision could make it impossible for the government to

establish a “clear and indisputable” entitlement to relief before a panel of this Court.
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Cheney v. United States Dist. Court, 542 U.S. 367, 381 (2004) (citation omitted).  At

any rate, the government should not be put to the burden of seeking an extraordinary

writ to obtain an initial opportunity to be heard about many of the critically important

issues addressed in the en banc panel’s decision.

The judicial power’s limitation to actual cases and controversies is “essential” to

the separation of powers.  Steel Co., 523 U.S. at 101.  These cases illustrates that

massive harms can occur when courts depart from that principle.  Full court review

is necessary because the en banc panel’s announcement of elaborate standards to

guide the conduct of future computer searches by the Executive Branch represents an

extreme departure from the usual and proper course of judicial proceedings. 

II. The En Banc Panel’s Protocols Conflict With Controlling Authority.

 Full court review also is warranted because the new standards announced by the

en banc panel are legally wrong.  They conflict with binding Supreme Court authority

and will, within days, conflict with the Federal Rules of Criminal Procedure as well.

Plain-view waiver.—The plain-view exception to the warrant requirement applies

when law enforcement officers “have a warrant to search a given area for specified

objects, and in the course of the search come across some other article of

incriminating character.”  Horton v. California, 496 U.S. 128, 135 (1990).  The en

banc panel’s opinion acknowledged the existence of that well-established doctrine,
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see Op. 11876-11877, 11879, but expressed concerns about its implications in the

computer-search context.  The Court then answered those concerns by requiring the

government to waive reliance on the plain-view doctrine as a pre-condition to

obtaining a warrant to search a computer.  See Op. 11888-11892.  The en banc

panel’s waiver rule is unprecedented.  The Court did not hold that the Fourth

Amendment of its own force imposes this requirement in computer search cases.  And

it identified no other support for such a mandate.  

The en banc panel could not properly rely on supervisory powers as a basis for

requiring such waivers.  The Supreme Court has made clear that the supervisory

power does not empower a court “to disregard the considered limitations of the law

it is charged with enforcing.”  United States v.  Payner, 447 U.S. 727, 737 (1980).

If the law permits plain-view seizures, courts cannot use supervisory powers to

disapprove them.  Just as the district court in Payner could not invoke supervisory

powers to exclude evidence whose collection did not violate the defendant’s

constitutional rights, the en banc panel could not use its supervisory power to require

the government to promise not to introduce such evidence as a condition of obtaining

a warrant in the first place.  As in Payner, such a practice would amount to “a

substitution of [a lower court’s] judgment for the controlling decisions of [the

Supreme] Court.”   Id.
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Required use of filter teams.—The en banc panel also went off track in

concluding that, in computer search cases, “[s]egregation and redaction [of non-

responsive information] must be either done by specialized personnel or an

independent third party.”  Op. 11892.  “Nothing in the language of the Constitution

or in [the Supreme Court’s] decisions interpreting that language suggests that, in

addition to the [requirements set forth in the text] [of the Fourth Amendment], search

warrants also must include a specification of the precise manner in which they are to

be executed.”  United States v. Grubbs, 547 U.S. 90, 98 (2006) (second set of

brackets in original; citation omitted).  In addition, the Supreme Court has made clear

that, subject to the Fourth Amendment’s general protection against unreasonable

searches, “it is generally left to the discretion of the executing officers to determine

the details of how best to proceed with the performance of a search authorized by

warrant.”  Dalia v. United States, 441 U.S. 238, 257 (1979).  The en banc panel’s

edict to the government to use a filter team in all cases involving computer searches

conflicts with those well-established principles, as well as the Supreme Court’s

“repeated[] refus[al] to declare that only the ‘least intrusive’ search practicable can

be reasonable under the Fourth Amendment.”  Vernonia Sch. Dist. 47J v. Acton, 515

U.S. 646, 663 (1995).
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Use of court-supervised third parties to review evidence in certain cases.—The

en banc panel also announced a “presumption” that, in cases “where the party subject

to the warrant is not suspected of any crime, and where the privacy interests of

numerous other parties who are not under suspicion of criminal wrongdoing are

implicated by the search,” the segregation and redaction of non-responsive

information should be performed by “an independent third party under the

supervision of the court.”  Op. 11877, 11881.  The Supreme Court, however, has

rejected the idea that different rules are necessary for “‘third party’ search[es]”

because “[t]he Fourth Amendment itself has struck the balance between privacy and

public need.”   Zurcher v. Stanford Daily, 436 U.S. 547, 553, 559 (1978).

In addition, for courts to supervise the execution of warrants raises serious

constitutional concerns.  The Fourth Amendment requires that a warrant be issued by

a neutral and detached judicial officer, and the Supreme Court has made clear that

“[w]hatever else neutrality and detachment might entail, it is clear that they require

severance and disengagement from activities of law enforcement.”  Shadwick v. City

of Tampa, 407 U.S. 345, 350 (1972).  In Lo-Ji Sales, Inc. v. New York, 442 U.S. 319

(1979), the Supreme Court held that a Town Justice failed to “manifest that neutrality

and detachment demanded of a judicial officer” when he visited the search scene and

made personal determinations about what evidence fell within the scope of the
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warrant.  Id. at 326.  The en banc panel never considered how its directive to

magistrate judges to “supervis[e]” (Op. 11877) the process of executing warrants to

search computers can be squared with Lo-Ji Sales. 

Nor does use of an outside filter team result in any additional protection to

legitimate privacy interests.  To find responsive data, someone is going to have to see

much of what is stored on the hard drive of a computer that is subject to a lawful

search.  The use of an outside filter team thus would not protect privacy at all;

instead, it would simply protect wrongdoers by putting certain incriminating

information beyond the reach of law enforcement officers who have legitimate

investigatory reasons to examine a computer.

Detailed inventory and destroying government copies.—The  en banc panel’s

opinion states that, in cases involving warrants to search computers, the government’s

return must describe “precisely what data [the government] has obtained as a

consequence of the search, and what data it has returned to the party from whom it

was seized.”  Op. 11881.  The en banc panel’s opinion further states that “[t]he

government may not retain copies of such returned data, unless it obtains specific

judicial authorization to do so.”  Op. 11881.

Both of those requirements squarely conflict with amendments to Federal Rule

of Criminal Procedure 41(f)(1)(B) that have been approved by the Supreme Court and
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are scheduled to take effect on December 1, 2009, just days after this brief is filed.

Absent action by Congress, amended Rule 41(f)(1)(B) will provide:  (1) that “[i]n a

case involving the seizure of electronic storage media or the seizure or copying of

electronically stored information, the inventory may be limited to describing the

physical storage media that were seized or copied”; and (2) that the officer who

executes the return “may retain a copy of the electronically stored information that

was seized or copied.”

The en banc panel’s decision neither mentioned the pending amendments to Rule

41 nor identified the source of its newly announced rules about the nature and

contents of a warrant return in cases involving computer searches.  To the extent that

the en banc panel viewed those rules as required by the Fourth Amendment, its

decision appears to conflict with the Supreme Court’s own constitutional judgment

in approving the amendments to Rule 41.  And to the extent that the en banc panel

relied on its supervisory authority, its new warrant-return protocols will soon be

superseded.  “[E]ven a sensible and efficient use of the supervisory power  .  .  .  is

invalid if it conflicts with constitutional or statutory provisions,” Thomas v. Arn, 474

U.S. 140, 148 (1985), and “federal courts have no more discretion to disregard [a]

Rule’s mandate than they do to disregard constitutional or statutory provisions,” Bank

of Nova Scotia v. United States, 487 U.S. 250, 255 (1988).  By failing to identify the
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source of the protocols it announced, the en banc panel gave magistrate judges no

guidance about whether they should follow the amendments to Rule 41 or the rules

announced by this Court.

III. The Computer Search Procedures Mandated By The En Banc Panel Are
Causing Grave Harm To Effective Law Enforcement.

  A. Requiring Plain-View Waivers Frequently Would Result In The Loss Of
Critical Evidence Of Serious Crimes.

 Computers are ubiquitous in contemporary life.  The corollary is that they often

contain significant evidence of criminal activity.  Because computer searches often

lead to the discovery of vital evidence that falls squarely within the plain-view

doctrine, requiring the government to “forswear reliance on” it  (Op. 11877) as a

condition of obtaining a warrant prevents investigators from discovering information

about serious and ongoing or imminent criminal activity.  A search of a computer for

evidence of fraud, for example, could reveal evidence of a planned terrorist attack or

a search aimed at drug trafficking could reveal evidence of an ongoing violent crime

or sexual abuse.  Requiring plain-view waivers also could result in the loss of highly

probative evidence about the very crime under investigation, such as when a warrant

contains a date restriction but the resulting search turns up evidence that the crime

began or continued after officers previously had reason to believe.  Evidence

discovered in plain view during a search under warrant is, by definition, the fruit of

constitutionally permissible activity.  Accordingly, compelling law enforcement to
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forswear the use of such evidence sacrifices the compelling societal interest in

prosecuting crime without serving a countervailing privacy interest.  

These concerns are not hypothetical.  In one recent case, an agent examining a

computer pursuant to a warrant to search for evidence of environmental crimes related

to the sale of DDT discovered evidence that the defendant possessed large quantities

of child pornography, had taken videos of his 13-year-old stepdaughter naked, and

had file-sharing software on his computer that made his child pornography available

to others.  See United States v. Grummer, 08cr4402-DMS (S.D. Cal.).  If the

government had been required to waive reliance on the plain-view doctrine as a

condition of obtaining the initial warrant, it might have been impossible to prosecute

the defendant for that conduct.

B. The Filter-Team Requirement Is Unworkable.

Without the benefit of briefing on how computer searches typically are

conducted, the en banc panel crafted a filter-team requirement that presupposes that

warrants to search computers usually authorize the seizure of discrete and easy-to-

identify files.  But the computer searches performed thousands of times annually in

terrorism, computer hacking, fraud, identity theft, drug distribution, child

pornography, and other types of investigations often seek particular information to

answer more general questions, such as who used a computer, when they did so, and
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the purpose and manner of that use.  Such searches “can be as much an art as a

science,” United States v. Brooks, 427 F.3d 1246, 1252 (10th Cir. 2005), cert. denied,

546 U.S. 1222 (2006), and they often require detailed knowledge about the

participants in and practices surrounding the suspected criminal activity in order to

determine whether particular information is relevant and falls within the scope of a

warrant.

1.  The procedures mandated by the en banc panel will be grossly inefficient, lead

to delays in obtaining time-sensitive evidence, and heighten the risk that important

information will be missed.  Before a search commences, case agents will need to

spend days, weeks, or even months teaching both the underlying law and the specifics

of the particular case to members of a filter team.  Even after receiving such a crash

course, filter team members will be unlikely to know a case as well as the case agents,

with the result that at least some responsive and potentially case-critical information

will go unrecognized.  These concerns will be particularly acute in cases involving

national security, because spies and terrorists often receive specialized training about

concealing their tracks and because the ability to spot important information may

require not only a deep knowledge of the subjects of the investigation but also access

to highly classified information or possession of rare language skills.
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2.  The en banc panel’s filter-team requirement also will strain scarce government

resources.  Computer forensics labs often faced substantial backlogs even before the

en banc panel’s decision, and they generally lack the personnel to absorb the burden

of learning entire cases in order to segregate responsive from non-responsive

information.  In addition, the government will need to devote additional resources to

documenting compliance with the filter-team requirement in order to address future

motions to suppress that allege lack of compliance with that requirement.

3.  The difficulties identified above will only be magnified in cases where the

filter team consists of  “independent third parties not affiliated with the government.”

Op. 11881.  The cost of hiring such third parties often will be prohibitive.  In previous

cases where the government has had to employ special masters to separate legally

privileged materials on electronic storage devices, costs have run into the hundreds

of thousands of dollars.  

Mandating use of third parties to conduct computer searches also would risk the

integrity and security of evidence.  The en banc panel’s decision could result in the

loss of admissible evidence if a third-party searcher failed to protect against evidence

contamination, network security breaches, or employee misconduct.  The use of an

outside filter team also could threaten the security of investigations, particularly those

in which an examiner must know the identity of a confidential informant or have
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access to classified information in order to have a full understanding of what he is

seeing.  It is entirely inappropriate to require the government to entrust the viability

of its cases and the security of highly sensitive information to private contractors

whose employees the government does not hire, fire, or supervise.

CONCLUSION

The full Court should enter an order that vacates the judgment and withdraws the

en banc panel’s decision.  Consistent with this Court’s procedures for granting limited

rehearing en banc of a three-judge panel decision, the order should provide that the

en banc panel’s decision “shall not be cited as precedent by or to this court or any

district court of the Ninth Circuit, except to the extent adopted by the” full court

sitting en banc.  9th Cir. R. 35-1 to 35-3, advisory committee’s note para. 3.  The full

Court should then issue a revised opinion confined to the issues that are necessary to

resolve these particular appeals or, at a minimum, allow the parties to file briefs

addressing the appropriateness of the sweeping new protocols announced by the en

banc panel.
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